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Abstract—This paper presents a novel zero-sum wa- of the adversary might therefore be unrealistic. Any
termarking game between a detection algorithm and a data hiding algorithm designed under the assumption

data hiding adversary. Contrary to previous research, —nf 5 |imjted adversary will provide very weak security
the detection algorithm and the adversary we consider guarantees

are both nonparametric in a continuous signal space,

and thus they have no externally imposed limitations . .
on their allowed strategies except for some distortion !N Order to limit the number of assumptions that

constraints. We show that in this framework no determin- Might be violated easily by an adversary, there is a
istic detection algorithm is optimal. We then find optimal growing interest in trying to understand the notion of
randomized detection algorithms for different distortion  an intelligent opponent against data hiding algorithms.
I(?(;/rﬂ;I :g‘:}é‘“st;’r?é‘cgcgu?g‘é‘;%ﬁg“;agce?etéﬁgﬁoglggr%erg“ A basic objective in this framework is to find prov-
does not have enough evidence to make an accurateable _perform?nce guarantees_ for a fixed da_ta hiding
decision. algorithm DH’. The problem is therefore to find the
performance of the algorithm against the worst-type
attacks:

I. INTRODUCTION
U = max U(DH', A).

To formally characterize the behavior of data hiding})\ solution to this formulation shows that there is

algorithms there has recently been a growing intereet” \no " siack that will mak@H’ perform worse
in trying to prove analytical properties of data hldlnq VA \P(DHf A) < U*. A recent example o’f

codes. In this general framework one usually assumtéf1| kind of approach can be found in [2], where the

a performance metri@(DH,.A’) (such as the prob- . oo _
» i etection algorithm is a fixed correlation detector, but
ability of error) and describe it in terms of the dat‘Fﬁgljvhere the adversary’s strategy is optimized in order to

hiding algorithmDH (which include the embedding .. e ) :
and detection algorithms) and a fixed attadk (e.g., fmgxit:ﬁz:ét?ﬁ: prrggggi'“:y gfe(r;rsrlg; function (pdf) that
AR p y :

a Gaussian noisy channel with known parameters).
ideal data hiding code in this framework optimizes the The question however remains on how to design

given performance metric, e.g., optimal detection algorithms to achieve the smallest
DH* — N U(D £y p_os_S|bIe\Il*. For this end we need to find an optimal
H A8 1N (DH, A7) hiding strategyDH* and a least favorable attack

An example of this type of approach can be found itrategy.A* to the following problem:

[1], where the adversary model is fixed as an average (DH*, A*) = argmin max U(DH, A). (1)
collusion attack with additive Gaussian noise, and sev- DH A

eral parameters of the data hiding code are optimizéd solution to this formulation tells us that there is
in order to find good performance guarantees. no otherDH that will have better worst performance:

VD U (DH* < U (D .
Fixing the adversary model to follow any given H, maxa W(DHT, A) < maxa U(DH, A)

parametric model is a good approach for particu- Solving the min-max problem is usually very dif-
lar data hiding applications that are not subject tficult, and for that reason most of the research has
a significant threat, since several parametric modaisstricted the adversary or the detection algorithm to
represent accurately the end results of stancema follow parametric models. This simplifies the problem
adversarial signal processing algorithms applied to @f finding the most damaging attacks and optimal
signal. However in several other fields such as mutietection algorithms, to one of finding the most dam-
timedia fingerprinting for traitor tracing, the objectiveaging parametersof a specific kind of attack and
of the attacker is directly opposite to the one of ththe optimal parametersof a specific data hiding al-
data hiding code. Any limitation on the capabilitiegorithm. Examples include optimizing the parameters
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of Spread Spectrum or QIM watermarking algorithms « The adversaryd can intercept the marked signal
with their corresponding detection structures (e.g., « produced by&, and can send in its place, a
correlation detectors) [3], [4] or parametric versions degraded signal to the detector. This degraded
of the adversary distributions such as Gaussian at- signal should satisfy a distortion constraint, since
tacks [5]. Very little work has been directed into y should be perceptually similar to (and x).
finding optimal nonparametric detection algorithms « The detection algorithri® receives the degraded
against least-favorable nonparametric attack distribu-  signaly and has to determine if was embedded
tions Furthermore notice that by solving Eq. (1) there  with m = 1 orm = 0. In non-blind watermarking

is no guarantee that we cannot do better, or &t the detector is also assumed to have access to the
is optimal against4*. More specifically we cannot original signals.

guarantee thavDH, ¥(DH*, A*) < U(DH,A*).

Note that this optimality property can be achieved for 1. NONPARAMETRIC DETECTION AND

example, by formulating the max-min problem, which ADVERSARY MODELS

does not always yield the same solution as the min-

max formulation. In order to better understand the problem while

In this paper: (i) we introduce a nonparametri&<_ee‘)i_n.g the comp_utation _tractable we work Wit.h a
implified formulation which we believe can give

adversary model in order to claim stronger sec®?M hts i h | | f lat
fity properties for our detection algorithm (i.e., thd"SIgnts Into how to solve more general formulations.

performance of our algorithm does not depend of®Wever, although we restrict the complexity of the
assuming a limited adversary). (i) We introduce gmbeddmg algorithm and of the signal space, we still

nonparametric data-hiding detection algorithm in ordé"]JIIOW.f;])r a :/ery ggnelral adversary model and detection
to obtain lower bounds for than could not have &90Mthm. In particular we assume:

been achieved if we had been using a parametric data ; ;
hiding algorithm. (iii) We find algorithms that satisfy * ¢, NOSt signak, the marked signak and the

: . S degraded signa) are inRR.
the following saddle-point equilibrium: « The embedding algorithng (m, s) is fixed and

U(DH*, A) < U(DH*, A*) < U(DH, A*)  (2) parameterized by a publicly known distande
between different embeddings: that is, for sll
and thus we are guaranteed that our solution satisfies |£(1,s) — £(0,s)| = d.
not only the min-max formulation but also the max- « The adversary4, on inputz, creates the attack
min formulation of the problem. y = x+e, wheree is sampled from a distribution
h chosen by the adversary from the set of pdfs

Since we consideczontinuoussignal spaces, finding that satisfy the distortion constraint

a saddle point solution requires a double optimization
over infinite dimensional spaces. In this paper we focus Fp ={h:E[®(y —z)] =E[®D(e)] < D},
therefore on the scalar case and emphasize the insights

on how to obtain saddle point solutions with the aim of ~ WhereE denotes the expected value overwe

generalizing the results to multi-dimensional spaces. ~ &/S0 assume the adversary kna#sbut does not
know the value ofmn.

« The detection algorithnp outputs an estimate of
Il. THE NON-BLIND WATERMARK VERIFICATION m (= 0 or 71 = 1) on inputy.

PROBLEM
The problem can be represented as:
In the watermark verification problem the data hid-
ing code DH consists of two main algorithms, an

embedding algorithn€ and a detection algorithri, g A D
where z
o The embedde€ receives as inputs host signal y=zx+e ¥
s and a bitm. The objective of the embedder is o(y)

to produce amarked signalz with no perceptual

loss of information or major differences from) Our objective is to find a pamfp*’ h*) such that for

but that carries the information about. The g possible detection algorithmsand for allk € Fp
general formulation of this required property is

to force the embedder to satisfy a distortion U(p* h) < W(p*,h") < ¥(p,h") )
constraint, since: should be perceptually similar . . X
to s. In order to facilitate the detection process\gzezi +\I;()p¥h%ﬂ s the probability of error:
the embedder and the detector usually share av '
random secret key (e.g., the seed for a pseu- - . .
dorandom number generator that is used to crea‘f\e Conditions for Optimal Detection Rules
an embedding pattern). This key can be initializetet =; = £(i,s). Recall that in order to satisfy
in the devices or exchanged via a secure out & (p*, h*) < U(p,h*), p* should be dikelihood test
band channel. In particular,p* should select the largest between the
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likelihood of y givenzy: h(y— 1), and the likelihood
of y given xo: h(y — xp), and should randomly flip
a coin to decide if both likelihoods are equal. This
decision rule is calleBayes optimal

Note also that this optimal decision function as-

sumes equal priors, i.e.Pr[m = 0] =Pr[m = 1]. /
However this can be easily generalized in the ! o,
case where the priors are different by comparing R—d> % — Yy

Pr[m = 1]h(y — 1) with Pr[m = 0]h(y — o). In the

remaining of this paper we assume for simplicity of

exposition that we have equal priors. Fig. 1. Sincea = y — 1 we can see how the shape ¢f}, a)

determines where the adversary tries to distribute the demsity

. . . . _suchthatL(), h) is maximized while satisfying the constraints (i.e.,

B. On the Necessity of Randomized Decisionsie minir(nizin)g L(\, h) over )

Since the likelihood test depends on the unknown

distribution A, the challenge we face is to design the _

decision boundaries fop so that the optimal pdf* €xpressed as:

makesp a Bayes optimal decision. 1
’ YES Op U(p,h) = = (Pr[p = 1lm = 0] + Pr[p = 0|m = 1])
The most intuitive decision functions are usually ] 2 X
non-randomized decisions (except for sets of measure  — - </ h(y — 0)dy +/ h(y — xl)dy)
zero), where the decision spad® is divided into 2 \Jr Re
two opensets: R and its complemenfz°. If y € R 1
then p(y) = 1, otherwisep(y) = 0 (randomization 5 /Rh(a_d)da+/Rch(a)da
is only used wheny falls in the boundary of the 1
two sets). However as we show next, it is impossible == (/ h(a)da +/ h(a)da)
to obtain saddle point equilibria with deterministic 2 \JR-d Re
decision functions. 1
=3 [ (tr—a(@) + 1r:(a)) h(a)da

Before we proceed let us define= y — 21 and R
assume without loss of generality thet zq—x; > 0. . Lo i )
Since there is no loss of information ferby taking wherelp, is the indicator function for the sek (i.e.,
as inputa instead ofy, in the remaining of this 1r(a) = 1if a € R and1x(a) = 0 otherwise) and
paper we assumg receives as input for notational WhereR — d is defined as the sdu —d : a € R}.
S|mp[|C|ty. Note that in this case the Il_kellhooq of The objective function is therefore:
a being generated under the hypothesis= 1 is )
h(a), and the likelihood ofa being generated under : 7/ 1 1 e hia)d
hypothesism = 0 is h(a — d). Therefore the Bayes ?gl%f?el% 2 (1r-a(a) + 1r-(a)) h(a)da

optimal decision function is: Let us first fix R and proceed with the optimization of

h. Since the maximization is a constrained optimiza-

1 if h(a) > h(a —d) tion problem we form the Lagrangian far.
p*(a) = { 0 if h(a) < h(a—d) 4)
5 if hla) = hia — d) L\ h) = / sOnah(a)da+ D (5)

where~ represents an arbitrary decision (e.g., a rafthere is a Lagrange multiplier and where
dom decision) if the two likelihoods are equal. This 1

can be allowed because the objective function is not ~ ¢(A,a) = 5 (1r-a(a) + 1r<(a)) — AD(a).
affected for the case when the likelihoods are th{e
same. This is in contrast to other optimality criteria,
such as the Neyman-Pearson formulation, where the (A\*,h*) = argmin max L(\, h). (6)
randomizationy must be selected with care. AZ0 h€Fp

Note thatL(\*, h*) = U(p, h*) for fixed R.

he problem we need to solve now is

Theorem 1: Let the distortion functio®() be . -
continuous, symmetric and monotone increasing for BY 100king at the form ofb(), o) in Fig. 1 (for A >

a > 0. Also assume that is a deterministic decision U+ 1-€- when the distortion constrains énare active)
is clear that a necessary condition for optimality

function function (except for a set of measure zera). o N .
Then there is ng that satisfies a saddle point solutions /2 — d(1R° = 0, since otherwise, the adversary

for any distortion functior®, distortion boundD and Wil put all the mass off in this interval, achieving
embedding distancé. a probability of error of one. Under this condition we

assume the very intuitive decision function specified
Proof: The probability of error, assuming equaby R — d = [—oo, ‘7‘1} (the same results are obtained
prior probabilities form = 0 or m = 1, can be for non-connected setR).
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Fig. 2.  Piecewise linear decision function, whes€d.5d) =
p0(0.5d) = p1(0.5d) = 5

. d . . Fig. 3. The discontinuity problem in the Lagrangian is solved by
AssumingD < @(5), the optimal adversarial strat- using piecewise lineazontinuousdecision functions. It is now easy

egy ig to shape the Lagrangian such that the maxima created form a saddle
point equilibrium.
—d d
the Lagrangian has again the same form as in Eq. (5),

where the adversary chooseso be arbitrarily small ) + this time
(and take care of the dlscontlnmty of the decision func-

tion), and then selects = m which turns out (N a) = %(m(a +d) + po(a)) — A% (7)
to be also the probability of error; i.eli(p, h*) = p.
Notice also that forD > (<), \* = 0, and there- In order to have active distortion constraints, the

maxima of L(A, h) (with respect toh) should be in

H * *\ 1
e o Menal < [, Looking ot Fig3 e see
p )(/\ ) achieves its maximum value as a function of

constraints are not strict enough, and the adversaf 1 - g
can create error rates up @6 by choosing = £33 (assuming) is fixed). Therefore

h*(a) = 56 (je>+2a <j+> h*(a)%(& (uid)”@d))

Notice however that unde‘z*, p will only be Bayes

where0 < e <®~ (D) — %- optimal if and only if ;- = £, or equivalently, if and
Therefore for any fixed decision regiofs and any only if 1
D, the adversary is able to find* maximizing the A= Bk (8)

probability of error and at the same time making the
decision region suboptimal, since apywill not be since ata = ¢, h*(a) = h*(a — d) and therefore the
Bayes optimal, and if it is Bayes optimal théri is optimal decision can be randomized.

not a maximizing distribution.

Notice thatA* = 4d1 = minimizes the Lagrangian,

. L s 2 therefore from this constraint and Eqg. (8) we can solve
C. Saddle Point Equilibria forD = (g) for D to obtain the condition where the saddle point
Having shown that there are no saddle point equéquilibrium holds:D = (%)2

librium solutions for deterministic decision functions,

we now show three saddle point equilibria that can As a summary, forD = (g)2 (p*,h*) is a saddle
be achieved with randomized decision functions angbint equilibrium whenp* is defined as in Fig.2 and
by assuming the very common quadratic distortion

constraintE[®(a)] = E[a?] < D. First we show h*(a) = 1 <5 (d> +6 <d)> )
a saddle point solution foD = (g)z, which has 2 2 2

probability of error of1 We then show how to obtain Furthermore the probab|I|ty of error % (p*, h*) =
a saddle point solution fop < D < (£)® with L(\'\h") =15 +AD =5+ 55 = 1.

probability of error ofd% < i and finally a saddle

point solution for (£)> < D < 3(%)% using an D. Saddle Point Equilibria fop < D < (2)

expected cost function as a generalization from theyr o < p < < we can obtain a saddle point by
probability of error. 4
considering the decision function shown in Fig. 4. Fol-
_ i i lowing the same procedure as in the previous section
Let p(a) = 0 with probability pg(a) and p(a) = 1

with probability pi (). In order to have a well defined. we form the Lagrangian, which again is the same as
decision function we requirgy = 1 — p;. Consider ! Eq (5) with (A, a) as in Eq. (7) but wittp defined
now the decision function given in Fig. 2. For this casé Fig. 4.

For this new decision function we find that ferc

1For notational simplicity we denote throughout this paper th
Dirac delta functiord(a—ag) asd(ao). The fact that it is a function ?3 OO , the local maxima Oﬁ)()x a) as a function of

of a will remain implicit. a, OCCUi‘ ata =0, anda = S T E
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optimal strategy for the adversary for afy< d{. The
probability of error for this saddle point equilibrium is

D 1
W(p*, h7) = LV BT = D = — < £

Note also that we have now two saddle point so-
lutions for the caseéD = ‘1—2, with decision functions
e defined in Fig.2 and Fig. 4. In fact we can show that
Fig. 4. Bayes optimal decision function for< D < g~ when \ye have an infinite set of optimal solutions for this
z=4 case, since a saddle point is satisfied for any 4.
The casez — oo corresponds to Fig. 2.

E. Saddle Point Solutions fap > ¢

As the distortion bound is relaxed for the adversary,

the performance of the data hiding algorithm degrades
severely in the clas® > d{. For example forD =
Lo §d2 the optimum decision functiopg is linear from
: —0.5d until 1.5d and the least favorablé*(a) puts
masses o% at0, d, and—d. However, the probability
Fig. 5. With p defined in Figure 4 the Lagrangian is able toOf error for this case is;, which might be too large

exhibit three local maxima, one of them at the paint 0, which  for some applications.
implies that the adversary will use this point whenever the distortion

constraints are too severe A very interesting formulation to increase the confi-
dence of the decisions made by a classifier is the idea

. o of using a “no decision” output to help the decision

In order to force the optimal attack distributidn fynction in regions where deciding between the two

to place its mass in regions whepeis optimal, we hypothesis is prone to errors. In this framework we

neeql to find the value ok* that makes all the local zjlow p(y) to output— when not enough information
maxima of¢ the same. That is, we need to find as js given iny in order to decide betweem = 0 or

the solution to: m=1.
o <)\*,iz) = ¢(\*,0) =0 To characterize the performance of the detection
4d(z — 2)\* algorithm we need to analyze the tradeoff between the
or more specifically, the solution to: completenesand theaccuracyof p. The accuracyof
p is defined as the probability of correct classification
22 = 8d*(z —2)\* 0 Pr[p = m], while the completenessf p is defined to
16d2(z — 2)2M* be the probability of making a classificati®|[p # —]
, (that is, the probability of classifying as eith@wor 1).
which is \* = m. Any other A would have _ ) )
implied inactive constraintsZf too large orD = 0). e quantify this tradeoff formally using the Bayes
See Fig. 5. risk and using a tradeoff parameter Let C(i, )

represent the cost of deciding farwhen the true
Replacing this optimal value of* for the optimal hypothesis isn = j. By using as an evaluation metric
values ofa*, we conclude that* = i%. The optimal the probability of error, we have been so far mini-
adversary has therefore the form: mizing the expected co#[C(p, m)] whenC'(0,0) =
9 9 C(1,1) = 0 and C(1,0) = C(0,1) = 1. We now
h*(a) = pod <_> + (1 = 2po)6(0) + pod () extend this evaluation metric by incorporating the cost
z z of not making a decision®(—,0) = C(—,1) = a.

With this optimal attack distributiop can only form It can be shown that ifv > 3» then the no-decision
a saddle point (i.e., be Bayes optimalyit= 4, since at "€gion can be ignored (the test is complete) if we want
a=+%, h*(a) = h*(a — d) and the optimal decision {0 minimize E[C(p, m)]. Therefore we only need to
can be randomized. concentrate on the case < ;. It is easy to show
that a detection algorithm that minimizes(p, h) =
We observe that* is an optimal strategy for the E[C(p, m)] has the following form:

adversary as long as . )
1 if h(a) > “Z%h(a —

d)
) d\? “(a)={ = if =2%h(a—d) > h(a) > 12 h(a —d)
E[‘”]ZZpO(Q) =D, - 0 if h(a) < t2=h(a—d)

that is, py = 22. Since the maximum value thatand wheneverh(a) equals eithert®;h(a — d) or
po should attain is, this implies that this is the %h(a — d) the decision is randomized betweén
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d. Our early results in this area are very similar to the
results in this paper with one key insight; the optimal
attack distribution has memory. In particular we cannot
condition on any event but rather must consider the full
vector distributionh*(eq, e, ..., e,).

Another important extension for this work should be
in considering more general arsgcuredata embed-

Fig. 6. p- represents a decision stating that we do not posseding algorithms, where the embedding of the signal is

enough information in order to make a reliable selection betwe:
the two hypotheses.

and— and between- and0 (respectively).

Under our non-blind watermarking model the ex
pected cost is:

(p,h) =
% / [p1(z 4+ d) + ap-(z + d)] h(z)dz +

5 [ lov(o) + ap-(@)) hia)ds

wherep; is the probability of deciding foi and where
po(x) + p-(x) + p1(x) = 1 for all z.

fandomized with the secret kéy and not a publicly

known distance between the different fingerprints.

We believe the idea of a tradeoff between the
accuracy and the completeness of a classifier is also
of particular importance. It can be shown for example
that for the casd) = §d2 we are able to reduce the
probability of error of a complete classifier froén
to ¢ by using a classifier withZ-completeness (by
following the results of subsection E). Future work in
understanding this tradeoff and its practical relevance
to several applications appears to be very promising.

Finally, another major point to mention is the sensi-
tivity of the optimal solution to the specific distortion
function ®, and whereas the constraints are aver-
age distortion constraint€[©(a)] or hard constraints

Given p, the Lagrangian for the optimization prob-D(a). The assumption of a specific distortion function

lem of the adversary is:
LR = % / $(, a)h(a)da + AD,

where in this case

d)(/\v a’) =
pr(at d)+ ap-(at d) + pola) + ap-(a) — Aa®.

seems to be prevalent in the data hiding literature.
However this restricts the usability of any data hiding
model, since in practice the adversary will again not be
confined to follow a specific distortion constraint. We
have explored saddle point solutions for other distor-
tion functions and the solutions change dramatically
for each different distortion function considered. In
future work we also plan to explore the question of
designing saddle point solutions that are optimal for a

Consider now the decision function given in Fig. 6very large class of distortion constraints.
Following the same reasoning as in the previous chap-

ter, it is easy to show that fof = %d, the maximum
values forL(\, h) occur fora = 0 anda = +d. The
optimal distributionk has the following form:

h*(a) = gé(—d) (11— p)s(0) + gé(d).

The decision functiom is Bayes optimal for this attack
distribution only if the likelihood ratio fora = 0 is

equal tol=2, (i.e., if 172 = 1=2) and if the likelihood
@ p/2 o
ratio for a = +d is equal to2 (i.e., £2 = (=),

This optimality requirement places a constraint o
the completeness of the test= 2p — 1. Furthermore,

the distortion constraint implies the adversary will

selectE[a?] = pd* = D. Since we needr < 1 in

order to make use of the no-decision region, the abo
formulation is thus satisfied fab < %dQ.

IV. CONCLUSIONS ANDFUTURE WORK

In this paper we have presented some initial r
sults for the optimal design of detection algorithm

against nonparametric adversary models. The natu

extension of this work is to consider multi-dimension

a1
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